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WipeDrive Enterprise WipeDrive Small Business WipeDrive Mobile

The WipeDrive series of data erasing tools, WipeDrive Enterprise, WipeDrive Small Business
and Wipe Mobile, are developed by WhiteCanyon who is a world leader in secure data destruction.

WipeDrive helps clients manage the end-of-life cycle of their organizations’ storage hardware in
a cost-effective, secure and socially responsible way.
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100% securely and permanently wipes data

Optional wipe patterns including DoD 5220.22-M pattern

Support all HDD types and SSD (Enterprise & Small Business versions)

Wipe multiple hard drives simultaneously (100 with Enterprise & 20 with Small Business)
Flexible & bullet-proof reporting system for easy and secure auditing and tracking

Wipe drives from a remote location (Enterprise)

Can run directly from a CD without even starting the operating system

Approved and used by US DoD, US Air Force and Fortune 100 companies
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Compliance

WipeDrive 1s the only wiping software in the world certified to NIAP’s EAL4+ criteria, which is
a comprehensive certification that includes laboratory testing and a source code audit to ensure
the product performs as advertised and meets the highest security standards.

WipeDrive is certified by the Common Criteria Standard and is approved by the U.S. Department
of Defense. According to NSA, data deleted with WipeDrive 1s “permanently destroyed as to
make any type of forensic data recovery impossible.”

WipeDrive meets or exceeds most major national and international regulatory and technical

standards, including:
v Sarbanes-Oxley
v HIPAA

v"  Common Criteria Evaluation
v" FACTA standards

v NIAP’s EAL4+ security standard
v'U.S. Department of Defense 5220.22-M

Comparison

WipeDrive Version

Main Function

Supported Media
DoD 5220.22-M Wipe Pattern

Compatibility

Deployment Options

RAID Support
Regulations

All types of hard drives, SSD

All computers with an x86
architecture.

All versions of Microsoft
Windows.

All recent versions of Mac
(starting with OS X v10.6
“Snow Leopard”)

All flavors of Linux

CD, USB drive, EXE, PXE
Network, RemoteWipeTM
Yes

Sarbanes-Oxley

HIPAA

Common Criteria Evaluation
FACTA standards

NIAP’s EAL4+ security
standard

U.S. Department of Defense
5220.22-M

Secure data wiping
All types of hard drives, SSD
Yes

All computers with an x86
architecture.

Windows XP/Vista/7/8 (with
disabled boot security)
All recent versions of Mac
(starting with OS X v10.6
“Snow Leopard”)

All flavors of Linux

CD, USB drive, EXE

Yes

Sarbanes-Oxley

HIPAA

Common Criteria Evaluation
FACTA standards

NIAP’s EALA4+ security
standard

U.S. Department of Defense
5220.22-M

iPhone, iPad, iPod

Windows XP, Vista,
7or8

NA

NA

U.S. Department of
Defense 5220.22-M

Specifications are subject to change without notice.
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